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ABSTRACT

As the utilization value of personal information becomes higher, discussions about providing personal information are
being conducted actively. One of the most common methods of providing personal information is that a group obtains a
personal information with a consent of individual. However, the above method has 2 problems. First, more information is
exposed than the information required by organization for utilization of personal information. Second, trusted party should
provide organization with an authentication of personal information whenever they require personal information. To solve
these problems, we propose a personal information management system with blockchain using zk-SNARK(zero-knowledge
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Succinct Non-interactive ARgument of Knowledge) for privacy. Our proposal enables individuals to guarantee reliability of

their information and protect their privacy concurrently using zk-SNARK when they provid organization with their personal

information. In addition, it is possible to manage the personal information data while ensuring the integrity of the data using

blockchain and it is possible to share the personal information more conveniently than existing systems.

Keywords: zk-SNARK, blockchain, personal information management, NIZK
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2.1 zk-SNARK
2.1.1 Zk-SNARK 742

zk-SNARK(zero-knowledege
Non-interactive ARgument of Knowledge)=
Statement®] 2u}Ze] disle] ojwdt BEARE
v ¢a FHE 5 gl J1Es S=Iit
(2)(3)(4)(5). zk-SNARK+= 4A4] F9o] 7l&
sy 53] AAEE S 27t S AN Y
log(Me]ate] =715 7IxIc}. 3tk Sz (Prover)
o} ZAZA} (Verifier) 7 4328 (Interaction)
o] ZAI3tA] ¢k2ow A4 (Knowledge) & 7FA
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zk-SNARK= 543 5 she] F43) o9
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Succinct

2.1.2 NIZK (Non-Interactive Zero-Knowledge Arguments
of Knowledge) & 2|

RS Relation Generatorzlta & w4709
Non-Interactive Zero-Knowledge Argume-
nts of Knowledge <2x8|E  Setup, Prove,
Verify, SimProve< Perfect Completeness,

Computational Soundness, Zero-Knowledge
wEge), WA 7 duelze) go ohgat g

Ry

- (ers,m) < Setup(R): SetupB12]Z&S Relation R
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crs 1 3894 (Common Reference String)
: Bl %oy (Trapdoor)

: 59 (Proof)

: elz=®l~ (Instance)

¢ Y EY X~ (Witness)
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BlockChain
Previous Block hash Previous Block hash Previous Block hash
Version . Version . Version
Blociheadsy Merkle Merkle Merkle
Timestamp Timestamp Timestamp
. .
Transaction 1 . .
. .
D=1
Block body CipherText CT:
H(1 || infor || r)

S function(ID,info)
0 . 8(‘ info, r o

Ciphertext CT decryption return t

) ->ht T

Proofuc(lD,h,tfeksinfo,r)

Private Section \
assert h = H(DIinfo Ir)
assert t = function(ID,info)

Fig. 1. Construction of our proposal
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B

k : Security parameter

ID : Personal 1D

info : Personal information

pk;p © Individual encrypt key to encrypt info , r
r : Randomization variable

f * Function

R : Relation

crs © Common Reference String
7 @ Trapdoor

m © Proof

¢  Instance

ek, * Evaluation key
vk Verify key

Fig. 2-1. Variable definition
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itk AR dae]E2 Fig. 2-2.¢F 2t}

ChainSetupol A& A1Z]7]13(Trusted Party)eo]
NIAHRE 5F37] 913 535909 271552 A
A= AAoln, HHS ke JHoE EFA9
9] Genesis Block& &3}, o]F 2E /eA
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t}.

o

Register | A= 7Q1e] D2} WA R info, &

ChainSetup(k) -
Trusted party generates the initial block(Genesis
block) of the blockchain by security parameter k

lﬁegister([D?info?pkm) :

r in

M<(infollr)

CT— Encrypt (pk;p,, M)

h< H(IDllinfollr)
te<(ID, CT, h)

record tz to the blockchain

Setup(f)

(¢,w),
{ = (ta,t), w= (info,r),tx= ([D,C’T,h),}
= f( DHmfo) h= HUD|infollr)

(ekf, ka ) Setup V(,‘(R)

return ekf’ ka

ProvePI(tz, skypy ek, 1)
M<—Decrypt (sk,p,, CT)
(infollr)e—M
t<— f(ID,info)
as<(f,eky), ¢p(tz,t) , we(info,r)
T Prove ;. (crs,¢;w)

return ¢,

VerifyP](vk/,tx,t,w) .
(:rse(f,v/cf) ¢ <—(tx,t)
b— Verifyvc(cr‘s,qb,ﬂ)
if b=1 return b
if b=0 return L

Fig. 2-2. Our specific construction
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